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Lightweight No-Regret Online Learning in
Repeated Stackelberg Security Games
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Abstract— This work investigates the problem of learn-
ing no regret defender strategies in repeated Stackelberg
Security Games (SSGs) against an unknown sequence of
attackers. We propose an efficient algorithm that combines
the Decomposed Optimal Bayesian Stackelberg Solver
(DOBSS) with the online combinatorial optimization algo-
rithm Follow the Perturbed Leader (FPL). Specifically,
the optimal strategy is dynamically computed by solv-
ing a mixed integer linear programing problem where
random perturbation is strategically integrated with histor-
ical observations of the attacker sequence. Our algorithm
provably achieves no-regret with respect to the optimal
hindsight strategy and remains resilient against adversar-
ial attacker sequences, even when an adversary is aware
of the defender’s algorithmic framework and intentionally
selects sequences causing a higher regret. Additionally, we
prove that our algorithm achieves exponential reductions
in both space and time complexity compared with sub-
procedure of baseline methods. Comprehensive empirical
studies confirm that our algorithm outperforms baseline
methods by achieving lower regret bound and reduced
computational cost.

Index Terms— Stackelberg security games, mixed inte-
ger linear programming, online learning, complexity anal-
ysis, game theory.

|. INTRODUCTION

TACKELBERG security games model the strategic inter-
action between defenders and attackers, where defenders
allocate limited resources to protect critical information from
being disclosed, meanwhile anticipate and mitigate adversarial
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behavior [1]. Some successful applications include surveil-
lance patrol scheduling at Los Angeles International Airport
[2], optimal resource allocation in urban transportation net-
works [3], protection of critical infrastructures [4] and wildlife
conservation against illegal poaching [5]. Beyond physical
security, these models are also extended to address cyber secu-
rity challenges in various frontiers, such as control systems [6],
[71, [8], [9], network resource allocation [10], [11], [12], and
signaling scheme design [13], [14].

Recent years have seen an increasing interest in repeated
Stackelberg Security Games (SSG) with unknown and where
the adversarial attackers are unknown a priori. However,
tractability or convergence of strategies often requires restric-
tive assumptions on the follower’s strategy space or best
response structure, including the follower’s best response
region [15], the Lipschitz continuity of utility functions [16],
learning rewards [17], [18], [19], or specific parametric distri-
butions of follower responses [20]. Although algorithms with
no-regret guarantees have been proposed [21], [22], [23], they
typically rely on computationally intensive sub-procedures,
such as the enumeration and storage of an exponential number
of vertices via membership oracles. This necessitates track-
ing performance metrics for each expert during the learning
process, which significantly hinders scalability and practical
applicability in tactical and dynamic environments.

To address the above mentioned limitations, we propose
an online learning approach named FPL-DOBSS, which
implicitly tracks the vertices of the defender’s best-response
polytopes without explicit enumeration or storage. The
defender’s utility function is piecewise linear over mixed
strategy space, also remains linear within each polytope
yet nonconvex across different polytopes. By exploiting the
inherent structure of these polytopes, we reformulate the
online learning task as a linear optimization problem with
nonconvex constraints, which can be cast as a mixed integer
linear program (MILP) based on adaptations of the DOBSS
framework [24]. We adapt DOBSS, originally designed for
Bayesian SSGs with known attacker distributions, to han-
dle unknown and adversarial attacker sequences by using
the empirical distribution of attacker types. By integrating
randomized perturbations, our algorithm achieves a sublinear
regret bound of O( VT) against adversarial attackers, ensuring
that the average regret diminishes as 7 — oo. In particular,
FPL-DOBSS achieves exponential reductions in both time
and space complexity compared to vertex-enumeration-based
approaches [22], as it avoids explicitly storing and tracking
all vertices. Extensive numerical simulations further validate
that our algorithm outperforms benchmarks in several attack
scenarios.
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The remainder of this paper is organized as follows.
Section II introduces the repeated SSG model and formulates
the key problem of this work. Section IIl proposes the no-
regret online learning algorithm to design optimal defense
strategies against unknown attacks. Section IV analyzes the
regret bound and computational complexity of the algorithm.
Section V presents an empirical study to demonstrate the per-
formance of our approach against various adversaries. Finally,
Section VI concludes the work.

[I. PRELIMINARIES AND PROBLEM FORMULATION

Repeated Stackelberg Security Games (SSGs) model the
sequential interaction between a defender (leader) and a series
of attackers (followers). The formal definition is presented as:

Definition 1 (Repeated Stackelberg Security Games): A
repeated SSG is a tuple G = (T, N, A, D, P) where

e T is the time horizon of the game, i.e., rounds of plays;

e N ={1,...,N} is the set of targets;

e A={ay,...,ag} is the set of attacker types, where each

type @; € A has a unique payoft structure;
e D ={d,dy,...,dy} is the set of pure strategies, where
d; indicates the resource coverage solely on target i;

e p=(p1,...,pn) € P is a mixed strategy, that is, a proba-
bility distribution over the set of pure strategies D where
pi is the probability of taking d;. The mixed strategy space

P is the simplex P = {p eRY | SN pi= 1}.
e The defender and the attacker receive their respective
payoffs when a target is attacked, specifically,

o If target i € N is defended, the attacker a; € A ’s
payoff is given as c'; € [-1,0], while the defender’s
payoff is ¢, € [0,1]; '

o If target i is not defended, a;’s payoff is u; €[0,1],
while the defender’s payoff is u), € [-1,0].

The attacker’s best response is to attack the target with the
highest expected utility. Formally, the best-response function is
b: AxP — N where b(a;, p) = arg maxey {c;pi+u;(1—pi)},
with ties broken by selecting the target that maximizes the
defender’s utility. With respect to a specific attacker a;, the

defender’s expected utility function is f, (p) = cz(a‘f P Dia;p) +

blaj, e . .
u d(a’ p)(l = Pb(e,.p)- Next, the utility vector function with respect

to all attackers is given as f(p) = (fo,(P),..., fox(P)). In
round ¢ and under attacker «;, the defender’s realized utility
is expressed as the inner product {f(p),a;) = f(p)"a;, where
a, =¢; €0, 1}¥ is a K-dimensional indicator vector.

When a repeated SSG is played, nature selects an attacker
sequence {a,}f; , to inflict potential damage on the defender,
which is potentially adversarial. Nature may behave either
stochastically according to a fixed probability distribution or
adversarially by choosing strategies to minimize utility of
defender. The defender commits to strategy p; before observ-
ing the type of attacker a,, which is revealed subsequently on
round ¢. The best strategy in hindsight of the defender after T

: * a 8. — Z}’;]az
rounds is p; = arg maxycp(f(p),ar), where ar = ==—.

Under the settings of repeated SSGs in this work, the strate-
gic interactions are framed with complete information, wherein
the defender and each attacker have perfect knowledge of each
other’s utilities. This scenario frames SSG as a dynamic game,
where the outcome of each round influences future rounds. The
attacker’s objective is to devise a strategy that maximizes their

expected payoff, while the defender’s goal is to optimize their
strategy to protect the targets as effectively as possible.

A defender sequentially selects mixed strategies p; €
P against an unknown and potentially adversarial attacker
sequence {a,}thl, using historical observations {aj,...,a, |}
before the current step. The defender’s performance is mea-
sured by its regret against the best fixed strategy in hindsight:

T T
Rr =) (f(p}).a)-E [Z(f(p», a»} )

t=1 t=1

where expectation is over algorithm’s internal randomness.

A representative no-regret approach is introduced in [22],
which achieves no-regret convergence by formulating the
problem within an expert learning framework. Each expert cor-
responds to a vertex of a strategy polytope—a convex region
where every defender strategy induces the same fixed best
response from the attacker. However, a major computational
limitation of this approach is its reliance on enumerating an
exponentially large number of such polytope vertices prior to
the online learning phase. The pre-processing often becomes
computationally intractable in practice, resulting in significant
inefficiencies in both time and space, which ultimately restricts
the algorithm’s scalability and real-world applicability. Now
we are ready to formulate the key problem of this work.

Problem 1 (Efficient Online Learning in Repeated SSGs):
Consider a repeated SSG G = (T,N,A,D,P) under a
sequence of attackers {a,}”; chosen by an adversary and
unknown a priori. Our goal is to design an efficient online
algorithm that achieves: (i) an upper bound O(VT) of regret
Rr; (i1) an exponential reduction in time and space complexity
compared with the vertex enumeration procedure in [22].

[1l. ONLINE LEARNING ALGORITHM

In this section, we augment the DOBSS framework with
strategic perturbation to present an efficient online learning
algorithm with a provable regret guarantee for Problem 1.

A. Efficient Computation via MILP Reformulation

In high-dimensional Stackelberg security games (SSGs),
the complexity of computing the optimal strategy becomes
prohibitively high due to the exponential growth of potential
attacker-target combinations, which may scale as O(NX). The
Decomposed Optimal Bayesian Stackelberg Solver (DOBSS)
algorithm [25] provides an efficient solution for Bayesian
Stackelberg games by reformulating the problem as a MILP,
which assumes that the attacker type is stochastic and drawn
from a known prior distribution q. To defend adversarial
attacker sequences with unknown prior distributions, we lever-
age DOBSS for problem reformulation where we replace the
unknown prior q with the empirical distribution §, observed
over the first ¢ rounds of play. Accordingly, the following
notions are defined as part of the DOBSS formulation:

e Defender’s payoff when attacker «; attacks target / while

i)y ifi=1
defender protects target i: R;, = § § .
u, otherwise

e Attacker «;’s payoff when attacking target / while

i ifi=1
ul] otherwise

defender protects target i: C{l =
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e Attacker frequency at round t: §; = (g1, - - - Gk.), Where
qj: = %Zi:l I(a; = e;) denotes the observed frequency
of attacker type «; in the first # rounds.

K N N
mex 203 dikiz] a)
=1 =l =
Yod=1 Y <1 (2b)
il 1
dd=bl. Y b=1, (20)
i l
-3¢ (Zz{ﬁ) <(-bpM,  (2d)
i h
Y ¢ (Z z{h) -d <0, (2e)
i h
Zel0,1], b/ ef0,1}, a/eR (2f)

Using the variable transformation z), = p;b] from DOBSS
framework [22], Problem 1 can be written as optimization
problem (2) above, with b/ € {0,1} indicating the target
attacked by «;. Specifically, @/ is an upper bound on attacker
«;’s reward for any action and M is a sufficiently large
constant. By the Big-M method in constraint 2d, the logical
condition that the attacker selects the utility-maximizing action
(best response) is effectively linearized. This reformulation
enables efficient computation of the best hindsight strategy.

B. Online Learning With Stochastic Perturbation

Perturbation for Robustness Deterministic strategies
based on empirical frequencies (§;) expose the defenders to
exploitation by adaptive adversaries that are capable to infer
protection patterns. Thus, adversaries may anticipate protec-
tion patterns and attack uncovered targets. To mitigate this,
we introduce stochastic perturbation through the follow the
perturbed leader (FPL) framework [24], where the empirical
frequency vector is augmented with a random perturbation:

1 1%

d: = §-1 + €&, € ~ Uniform |:0’6\/;:| 3)
where 6 > 0 is a scaling parameter controlling the pertur-
bation magnitude. Crucially, this transformation preserves the
linearity of the MILP objective function.

Unified Optimization Framework We substitute ¢, into
the DOBSS MILP, which yields the following problem:

K N N
mx Y3V aukld

w Jj=1 i=1 I=1

s.t. Constraints from (2) @

The MILP structure remains unchanged, ensuring computa-
tional tractability. This procedure is formalized in Algorithm 1,
which provides the complete computational implementation.
A critical challenge arlses from the defender’s nonlinear
utility structure Jo,(P) = a’ p)pb(a » T ud( ’p)(l Pb(a;p)
where b(a, p) is the best—response funcnon inducing disconti-
nuity (piecewise-linearity) in f,,(p). This nonlinearity violates
the linearity assumption in FPL analysis [24] and prevents the
direct use of existing O( VT) regret bound results. Notably, we

Algorithm 1 FPL-DOBSS Algorithm Against Unknown
Attacker Sequences

Input: Time horizon 7', perturbation parameter 0,
payoff matrices
Output: Defender strategy sequence {p;}7_;
1 Initialize q; < 0 € RE; for t =1 to T do
2 ift>1 then

3 L Q-1 < 73 ZT 1875

4 Adversary selects a;

Sample €, ~ U [0, 1/5\/5]1(

Construct q; < Qq¢—1 + €
K N N o

7 Solve MILP: z* ¢+ arg max Z > > iR
=1i=11=1

subject to constraints in (2)

1 K N j % N
8 | Compute p; < (K’ D et 2m1 F ) K
1=

9 Defender observes attacker a;; > Observation after
p: is committed

will establish in Section IV that our algorithm still achieves
Rt = O(NT) regret despite this complication.

IV. ALGORITHM ANALYSIS

This section analyzes two central properties of Algorithm 1.
Through linear transformation of the online optimization prob-
lem, we derive a sublinear regret bound for the defender of the
algorithm. Then we prove that our algorithm has exponentially
lower time and space complexity compared with the sub-
procedure of vertex enumeration based approach in [22].

A. Regret Bound

Linear Transformation The online optimization prob-
lem at each round ? is max, Z’T:l(f(p),afy We refor-
mulate this problem by introducing a decision variable
y = [y1,~‘~ ,y,,m,y;(] where each component y; =
Zl 121 | R}z, represents the expected payoff of the defender
against the attacker «;. Then the problem is stated as:

max WAR
st. ye), (5

where Y = f(P) is the image of the original feasible region
under the mapping f defined in Section II. Although the
original utility vector function of the defender f(p) is non-
linear due to the best-response structure, our reformulated
objective function becomes linear in terms of the new variable
y and is subject to a non-convex feasible set.

Additionally, the above linear reformulation allows us to
leverage the FPL framework to address Problem 1, which
ensures a sublinear regret bound for linear optimization
problems. Notably, FPL achieves sublinear regret for linear
objectives over any decision set including non-convex ones,
contingent on the existence of efficient optimization oracles.
The DOBSS-based MILP just serves as such an oracle required
by FPL [24]. Therefore, it is unnecessary to enumerate all
vertices. We now recall a key result from [24] and it is
instrumental to derive the regret bound of our approach.
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Fig. 1. Algorithm performance comparison under different scenarios.

Lemma 1: [24] Let E[R7(6)] denote the expected regret
of Hanna(d) up to time 7. Follow Hannan lead and use
gradually increasing perturbations on each period ¢, then
(i) choose €; uniformly at random from the cube [0, 1/6 Vi,
(ii) Use strategy arg max(y, §,). Then for any attacker sequence

y

aj, ap,..., after any number of periods 7" > 0, we have that

DT

E[R7(5)] < 26RANT + (6)

where the constants are D = SUPp yep lIf(p) — £, R
sup, pep lIf(P) — £(p")ll and A = max, [lall;.

In the context of Stackelberg security games (SSGs), since
a, is a unit vector (e.g., €;), we have A = 1. Note that typically
in SSGs, D > 2K and R > 2 hold and they stem from the
properties of the strategy space and payoff functions. Then
Theorem 1 presents the regret bound of our approach and the
proof is omitted since it is naturally derived from the lemma.

Theorem 1: The minimal expected regret after 7 rounds of
strategies returned by Algorithm 1 is achieved by choosing

0= ,/% and A = 1, that is, E[R7] < 2 V2DRT. Therefore,
the regret is O(VT) and dependents on constants D and R.

B. Computational Complexity

Proposition 1 (Reduced computational complexity): Algo-
rithm 1 exponentially reduces both computation time com-
plexity and space complexity compared with the vertex
enumeration procedure in [22].

Proof: As is known, any extreme point of an N-dimensional
convex polytope is the intersection of N linearly independent
half-spaces of that polytope. The equality constraint Zfi | Di
1 reduces the number of independent dimensions to N — 1.
For a polytope defined by the attacker’s specific best-response
sequence, each attacker type requires N — 1 linear inequalities
to enforce that its designated best response yields higher utility
than all other N — 1 target responses. With K distinct attacker
types, this results in a total of K(N — 1) such constraints. Thus
the total number of hyperplanes is N + K(N — 1) as it should
be non-negative.

In an (N — 1)-dimensional space, each vertex is determined
by the intersection of N—1 hyperplanes. The maximum number
of vertices of a polyhedron defined by N + K(N — 1) half-
spaces is of complexity class O ((N + KN -1V ‘1). The time
complexity of the reverse search algorithm [26] to enumerate
all vertices of such a polytope is O((N + K(N — 1)) - V - N),
where V denotes the number of vertices. In the worst case,
this method yields a complexity of O (N + K(N — 1))V - N)

(b) Non-adaptive Adversarial Attacker

(c) Adaptive Adversarial Attacker

O (N¥T'K™). Since there are N¥ such polytopes to consider,
the overall time complexity becomes O (KN NKTVNF!),

The DOBSS algorithm in [22] formulates a MILP with
N?K continuous variables, NK binary variables, and O(NK)
constraints. Due to the constraints 2¢ and 2f, it explores O(NX)
nodes via a branch-and-bound procedure in the worst case,
where each solves a linear programming of size O(N*K) [25].
The complexity for one round of computation via interior-point
methods is O(N” K37 log(1/07)), where o is the error tolerance.
In the worst case, the time complexity of our algorithm is
O (N¥ - N'K*3) = 0 (N¥+7K?) and exponentially lower than
the vertex enumeration procedure in [22].

Regarding space complexity, the method in [22] stores
O ((N + K(N - 1)) vertices and tracks their weights
throughout repeated SSG rounds. In comparison, our approach
only stores O(N>K?) entries in the constraint matrix per round.
Thus, our algorithm also achieves an exponential reduction
in space complexity, and only requires storing a polynomial
number of elements per round, rather than maintaining an
exponential number of expert vertices over all iterations. ®

Remark 1: Note that the polytope associated with this
problem possesses a specific structure, where each considered
hyperplane involves at most two variables. This sparsity and
limited variable involvement distinguish the polytopes in our
framework from generic ones. Consequently, the worst-case
complexity bound derived for general polyhedra may not be
attainable in practice. The numerical experiments presented
in Section V will demonstrate that our algorithm achieves
exponentially lower computational time in application settings.

V. NUMERICAL EXPERIMENTS

This section provides comprehensive MATLAB simulations
to validate the performance of our FPL-DOBSS algorithm.
Specifically, Algorithm 1 is evaluated under three scenarios,
i.e., stochastic, non-adaptive adversarial and adaptive adver-
sarial attacker sequences, and against two baseline methods:

e Balcan’s algorithm [22]: a vertex-enumeration-based
algorithm proposed in [22] and is referred as Algorithm 2
for the sake of simplicity in the remainder of this paper.

o Follow-the-Leader: at round 7, employs the best fixed
strategy up to 7 — 1, and is referred as Algorithm 3.

For Algorithms 1 and 3, we used YALMIP toolbox (ver-
sion June 2023) [27] for optimization modeling and Gurobi
v12.0.2 [28] as a solver. Algorithm 2 was implemented using
vertex enumeration and MPT3 toolbox [29]. The perturbation
parameter in Algorithm 1 is set to 6 = VK/2 and the online
learning rate in Algorithm 2 is set to n = 0.1.
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Fig. 2. Computational performance of Algorithm 1 under different scenarios.

A. Stochastic Attacker Sequence

In the stochastic setting, i.e., Bayesian Stackelberg game,
the attacker sequence is generated by independently sampling
attacker types from a fixed but unknown distribution F over
the type space A. Specifically, for each round 7, we have that

a, = e; with probability P(a;) for some «;¢€ A,
where F = {]PD(cxj)}f= | is a probability distribution satisfying

Zf;l P(a;) = 1. The defender has no prior knowledge of F.

B. Non-Adaptive Adversarial Attacker Sequence

Similar to Example 2.2 in [30], the adversary designs a
repeated SSG to induce linear regret of the defender. The

Al A
tilit trix of the defender is gi M, = 0 W
u11ymar1x0 € aeren er1sg1venas d — ’}/—1 0 T2

where T; and A; stand for the i-th protected and attacked
target, respectively, with i € {1,2}. The attacker’s payoff
matrices when the target is uncorvered and covered are given

) @ @) a2
0 1\T 0 05\T
as M = (1 O)T; and M = (0.5 0 )T;’ respectively.

To generate an attacker sequence, we choosey = % where
m € N and modstands for the operation for the remainder of
the division. Then the attack sequence is set as:

a; =
(5]
We set m = 10 and the simulation results are in Figure 1.
With this designated attacker sequence, Algorithm 3 is signifi-
cantly inferior since its defense strategies are predictable even
when the best fixed strategy in hindsight is implemented over
the first #— 1 rounds. An adversary exploits this by computing

the defender’s committed strategy and generating a sequence
that forces the defender to take suboptimal actions in round ¢.

if ((t—1) mod 2m—1)) mod2)=0
if ((t—1) mod 2m—1)) mod2) = 1.

C. Adaptive Adversarial Attacker Sequence

This is a more general and adaptive form of the non-
adaptive adversarial scenario. The adversary has knowledge
of the defender’s algorithmic framework and utilizes historical
information such as attacker frequency §,-; to infer defender’s
decisions. According to the predicted defender’s optimal strat-
egy p’™, the adversary tries to harm the defender to the
maximum extent by selecting the attacker type to cause the
lowest expected utility of the defender in the next round.

Although Algorithm 1 is known to the adversary, it fails to
determine the realization of the perturbation formula (3) as a

result of randomness and nondisclosure to the outside. Instead,
the adversary infers the defender’s next strategy following
a Follow-the-Leader (non-perturbed) algorithm. That is, it
predicts the defender’s strategy at round ¢ by computing

p* = arg maxpep 317 (F(p), a) and subsequently selects the
attacker type «; that minimizes the defender’s expected utility

in the next round, that is, @, = arg min,_ 4 f,(p{"™).

For Algorithm 2, the adversary is assumed to be aware
that the defender employs an online algorithm based on
vertex enumeration. Leveraging this knowledge, the adversary
mimics the defender’s update process by computing the loss
incurred in each round and updating the weight distribution
over the set of vertices (experts) online. Similar to the case
of Algorithm 1, the adversary selects the attacker type to
minimize the expected utility of the defender in the next round.

D. Simulation Results Analysis

Simulations in stochastic and adaptive adversarial scenarios
are conducted in a 6 x 6 repeated SSG setting with ran-
domly generated utility matrices. In non-adaptive adversarial
scenario, we consider a 2 x 2 repeated SSG with utility
matrices My, M, and M defined in Section V-B. As shown in
Figures la and lc, our algorithm outperforms Algorithm 2 in
high-dimensional games under stochastic and adaptive adver-
sarial scenarios. Algorithm 2 requires online updates over an
exponential number of experts, suffering from slower conver-
gence rate and higher regret. In 2 x 2 non-adaptive adversarial
scenario, our algorithm is marginally inferior to Algorithm 2.
The regret of our algorithm quantifies the performance gap
between our deterministic strategy and the best strategy in
hindsight, whereas Algorithm 2’s regret takes an expectation
over all vertices, which is often infeasible in practice. Thus,
the marginal gap of our algorithm is not conclusive.

Additionally, in graph 1b, Algorithm 3 exhibits linear regret
when deceived by a pre-designed adversarial sequence, leading
it to choose a suboptimal action at round t. In contrast, our
algorithm and Algorithm 2 maintain sublinear regret due to
their inherent stochasticity, which mitigates such deception.

In all three scenarios, our algorithm consistently achieves
lower regret than the theoretical bound of Theorem 1, thereby
confirming its sublinear regret property. Consequently, our
algorithm qualifies as a no-regret online learning algorithm,
even when confronted with an unknown adversarial sequence.

Then we conducted simulations to compare the efficiency of
our FPL-DOBSS algorithm with vertex enumeration procedure
of Algorithm 2 across repeated SSGs of varying sizes. As
shown in Figure 3, Algorithm 1 exhibits marginally higher
running times than the vertex enumeration procedure at small
scales. However, as the game size increases, the vertex enu-
meration procedure becomes significantly more costly. In
contrast, the running time of Algorithm 1 increases at an
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Fig. 3. Running time comparison in different size SSGs.

exponentially slower rate, which is consistent with the bound
presented in Proposition 1. Therefore, Algorithm 1 demon-
strates superior suitability for general applications, achieving
exponential reductions in both computational time growth rate
and parameter storage requirements compared to Algorithm 2.
Complementary simulations are provided to demonstrate the
scalability of Algorithm 1. Figure 2 shows that the practical
upper bound is approximately 45 for the larger case N = K,
where the runtime is roughly 600 seconds. With a small
number of targets (e.g., N = 2), our algorithm remains highly
scalable even for a massive and heterogeneous pool of attack-
ers (K > 100). The computational advantage facilitates the
deployment of our approach in large-scale security domains
with diverse attacker profiles where vertex enumeration based
methods such as [22] becomes prohibitively expensive.

VI. CONCLUSION

This study investigates no-regret defender strategies in
SSGs against unknown and potentially adversarial attacker
sequences. We propose FPL-DOBSS algorithm that inte-
grates DOBSS approach with FPL online learning framework.
FPL-DOBSS achieves an expected regret bound of O(VT)
against arbitrary attacker sequence, including adversarial
sequences. By reformulating the optimization problem as a
MILP, our approach exponentially reduces time and space
complexity compared with conventional vertex enumeration
based methods, which facilitate the real-time deployment in
large-scale security domains. Extensive simulations in diverse
scenarios further validate the performance of FPL-DOBSS in
high dimensional SSGs against adversarial attacker sequences.
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