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Normal Operation

Silent Failure

Figure 1: Illustration of the difference between an automated driving system (ADS) with normal operation and the silent failures.
In case of failures, the ADS continues to control the vehicle, but its internal representation of the situation is misaligned with
the actual road environment: either the hazard is not detected at the perception layer and/or the planned trajectory conflicts
with the hazard at the planning/decision layer, and no TOR is issued in case of all failures.

Abstract

Silent automation failures, where a system fails to detect a hazard
without warning, pose a critical safety challenge for partially au-
tomated vehicles. While research has mostly focused on takeover
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requests, how to support a driver in silent failure remains under-
explored. We conducted a multi-modal driving simulator study
with 48 participants to investigate how different Prospective Sit-
uation Awareness Enhancement (PSAE) interfaces, delivered via
augmented reality head-up display, affect takeover performance. By
integrating behavioral, subjective psychological, and physiological
data, our analysis suggests that situational awareness (SA) serves
as an important moderating factor through which PSAE interfaces
improve takeover performance. Further, we found that providing
perceptual cues was most effective in enhancing SA, while commu-
nicating system intent was superior for building trust. Finally, we
identified a potential correlate of SA in the neuroactivity. Overall,
contributes to understanding how transparency-oriented interfaces
may support drivers and provides design insights into HMI design
for silent failures.
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1 Introduction

The increasing integration of automation into daily life fundamen-
tally changes the nature of human-technology interactiofil]. A
core challenge in this evolving relationship is designing for trans-
parency and trust in a shared-control paradigm, especially when a
human operator must remain "in the loop." In the context of par-
tially automated vehicles (SAE Level 29, which are gradually
dominating the consumer marke#f, this is not just a user ex-
perience problem but a critical safety issue. At this level, human
drivers are still responsible for monitoring the environment and
responding to system limitations, either actively or prompted by
takeover requests (TORs) from automated driving systems (ADS).
Existing human-ADS interaction research predominantly fo-
cused on TOR-initiated takeover scenarids[82 83 92. However,
silent failures without TORs are likely more common and safety-
critical in SAE Level 2 vehicles. Hazard denotes any on-path road
user or object whose projected motion would con ict with the ego
vehicle in the absence of driver interventiori(4. As shown in
Figure 1, the inability of ADS to detect and respond to road hazards
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malfunction in system perception can be the cause of system fail-
ure [22. Despite a few studies34, 47] have explored improving
takeover performance in silent failure with di erent explanatory
information, to our knowledge, little research has investigated how
information regarding key ADS components, i.e., perception and
maneuver planning, in uences drivers' takeover decisions in silent
failure events under di erent environmental conditions (e.g., light-
ing and hazard types), which would manipulate the complexity and
di culty of the event [45].

To address this gap, we investigate the e cacy of the prospec-
tive situation awareness enhancements (PSAT) in silent failure
scenarios. This form of information, fundamentally di erent from
retrospective explanations that justify past system actions after a
failure has occurred, is designed to enhance the driver's Level 1
(Perceptionand Level 3Rrojection SA [33 by o ering a contin-
uous, forward-looking stream of information about the system's
perceptual state (what the system “sees’) and planned maneuver.
Drawing on theories of embodied cognition and cognitive neuro-
science 1LJ, we posit that a driver's takeover behavior is not merely
a reactive response but the culmination of a dynamic interplay be-
tween their psychological state, neuro-physiological activities, and
the environmental context4(. A driver's ability to respond to a
hazardous event is contingent on the timely and coordinated in-
terplay of mental processing and motor preparatiosd]. In line
with classical work on driving as hierarchical information process-
ing [66 and with situation awareness theory37, we assume that
drivers must rst perceive, comprehend, and project the state of
the environment before they can select and execute appropriate
actions 6 62 8. In addition, indicators from neuro-physiological
signals can provide continuous, objective correlates of attentional
engagement and cognitive activities [64].

Therefore, based on dynamic augmented reality head up dis-
play (AR-HUD), we adopt a multi-layered framework, in which
PSAE as an experimental variable, to empirically examine how
its variation, in conjunction with ambient environmental factors,
including lighting conditions (day vs. night) and hazard visibil-
ity (visible vs. invisible), in uences drivers' SA, perceived safety,

poses a severe challenge that has not yet been fully addressed intrust, EEG/ERSP and EMG-based measures, and ultimately their

existing research. In these highly safety-critical situations, a system
may encounter a failure without warning drivers in advance or
until very late (e.g., due to an unforeseen malfunction), leaving the
driver to detect and respond to the failure independently with a
very short time bu er [48. Additionally, the time budget and cog-
nitive workload needed from drivers when they encounter hazards
are shaped by how perceptually accessible those hazards34fe [
Previous studiesg0, 104 distinguish two scenario types based on
hazard visibility: visible hazards, which are fully observable as they
materialize, and invisible hazards, which are initially hidden and
must be detected via contextual cues. Invisible hazards typically
demand earlier predictions and broader visual searches; while in
ADS with silent failures, these di erences in hazard visibility trans-
late directly into distinct situation awareness requirements and
takeover time budgets.

Some works 87,50, 53 have investigated the use of explanations

to enhance driver awareness, but these works assume the system's

internal perception is aligned with the actual environment. In fact,
this assumption breaks down in silent failure scenarios, where a

takeover performanceZ4. This provides a more nuanced under-
standing of the perception and trajectory planning information of
ADS may a ect human-ADS cooperation in safety-critical scenar-
ios. Speci cally, we use electroencephalography (EEG) to analyze
Event-Related Spectral Perturbations (ERE9), [a measure of
oscillatory brain activity associated with cognitive processes, and
electromyography (EMG) to track motor preparatio®q. From
these, we measure the temporal alignment between the peak of a
driver's cognitive processing and the onset of their motor prepara-
tion, thereby providing a unique insight into the temporal coupling
of cognition and action 77 when drivers are provided di erent
PSAE information in di erent silent failure scenarios.

To investigate these complex relationships and address the afore-
mentioned research gaps, this study aims to answer the following
research questions:

RQZ1: How do di erent PSAE designs and environmental
factors (i.e., lighting and hazard visibility) in uence drivers'
self-reported Situation Awareness (SA), perceived safety, and
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trust, as well as objective EEG- and EMG-derived physiolog-
ical indicators during silent automation failures?
RQ2 What is the intricate relationship between a driver's

performance in silent failures. For example, projecting planned tra-
jectories on the windshield has been shown to improve takeover
responses in silent failurestf], and AR-HUDs can assist drivers

subjective psychological states (e.g., SA, perceived safety,during malfunctions B4. However, their limited types of PSAE

trust) and their physiological indicators?

RQ3: What are the underlying mechanisms through which
PSAE interfaces impact takeover performance? Speci cally,
do psychological states and/or physiological indicators serve
as the primary causal pathways?

Our contributions are as follows: (1) We quantitatively model
the multifaceted impacts of PSAE interfaces, lighting, and hazard
visibility on drivers' internal states (i.e., psychological states and
physiological indicators) in the context of silent ADS failures. (2)
We examine hierarchical pathways connecting driver psychology
and physiology to takeover behavior, and our models suggest that,
in this study, the e ect of the interface can be indirectly mediated
by drivers' SA. (3) We o er an initial mechanistic interpretation
of how our intervention may in uence safety-related outcomes
in our simulator setting, and derive empirically grounded design
implications for creating transparent and trustworthy automated
systems in silent failures.

2 Related Work

2.1 Silent Failures in Automated Driving

SAE Level 2 places human drivers in a critical supervisory role,
responsible for monitoring the environment and intervening when
automation degrades or faild . The majority of design-focused
studies still center on TOR content, modality, and timir@f 45 54.
While the silent failuregpose an equally, if not more, critical safety
risk [48. As highlighted in recent reviews and taxonomies of driv-
ing automation failures, such failures can arise at di erent stages
of the automated driving pipeline, including perception, decision-
making, and control 4§. Real-world crashes (e.g., Tesla/Florida,
2016; Uber/Tempe, 2018) illustrate how perception-level failures
can escalate when drivers remain unaware of imminent hazards
[3, 73. Analytical work has found that such failures may arise at
the perception layer of ADS7] and that the failures in perception
may occur even when downstream planning appears reasonable.
Thus, in this work, we focus on a practically important subset of
silent failures in SAE Level 2 systems, in which the ADS's perceived
and/or planned state of the world is misaligned with the actual haz-
ard on the road and therefore no TOR is issued. Operationally, this
manifests as hazards that are not correctly marked in the perception
layer and/or as planned trajectories that con ict with the hazard,
which are made visible to the driver through the PSAE interfaces.
Beyond incident analyses, recent human-factors experiments
have begun to reveal the risks of silent failures. Louw et[&6]
showed that, following silent lane-keeping failures, drivers engaged
in non-driving-related tasks had slower responses and exhibited
more lane excursions. Bianchi Piccinini et §] reported delayed
braking and degraded takeover quality in silent failure conditions
relative to manual driving. Mole et a[69] modeled takeover timing
in silent failures and demonstrated how individual and situational
factors systematically a ect response latency. However, very few
researchers have explored mitigation strategies to improve takeover

and relatively simple hazardous scenarios are unable to comprehen-
sively assess the support provided by di erent PSAE systems for
driving safety in dynamic tra c environments when silent failures
occur.

2.2 Interpretability and Explanations for

Automated Driving Systems

Interpretability refers to an ADS's ability to provide meaningful
and understandable information about its status, maneuvers, and
uncertainties P8 74. As ADS increasingly rely on complex Al,
their internal reasoning often diverges from human expectations,
challenging user understanding and adversely a ecting users' trust
[67). A wide range of explainable-Al approaches have been pro-
posed to increase transparency in driving contexts, including atten-
tion/saliency visualizations9, 21], interpretable perception outputs
such as object detection and semantic segmentatih89, planned
trajectory visualizations 17, 75, and uncertainty representations
that signal system con dence [65, 86].

Situation awareness (SA) is widely de ned as the perception
of the elements in the environment within a volume of time and
space, the comprehension of their meaning, and the projection of
their status in the near future 82. In partially automated driving,
HMI perception-oriented visualizations mainly support Level 1 SA
(what is there ), while explanations at the decision level relate
more to how these perceptions are used for maneuvers (Level 3
SA, what will happen next ). This view is consistent with classical
hierarchical models of driving§6, where maintaining su cient
tactical-level SA is a prerequisite for safe operational control during
a takeover. Most deployed or evaluated explanationsi@tision-
level(e.g., 'what the car will do'), implicitly assumed that the per-
ception is accurate. This assumption breaks dowrsilent failure
scenarios, where the core problem is a misperception of the en-
vironment rather than a poor decisiori2l]. Recent works have
started to focus orperception-leveétansparency: e.g., visualizing
recognized elements in a scene or system predictions to improve
drivers' SAin TOR-initiated scenariodf 17, 37]. Yet, how prospec-
tive, perception-level information (what the system ‘currently sees'
and 'expects to happen next') a ects drivers' psychological readi-
ness, physiological preparation, and ultimate takeover performance
under silent failures remains underexplored.

Beyond the content in the displays, researchers have also ex-
plored how explanations can be delivered to drivers. HUD-based
explanations, such as AR overlays of hazards or trajectories, can
improve takeover quality 84. Multimodal approaches, combining
visual with auditory explanations, can further reduce cognitive
load [31, 54. However, while prior works have explored head up
display for providing planned trajectories or perceptual cues, they
have largely focused on TOR scenarios or have not systematically
investigated the combined e ects of both perception and planned
maneuver information in silent failure conditions.
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Figure 2: lllustration of the two between-subject conditions, including four PSAEs and two light conditions presented to the
driver in the simulator.

2.3 This Study 3.2 Prospective Situation Awareness

To address the above-mentioned gaps, our study aims to exam- Enhancement

ine how perception-level, forward-looking information, both alone  Our Prospective Situation Awareness Enhancement (PSAE) was de-
and combined with environmental faCtOfS, can a ect drivers' in- Signed with three gu|d|ng Objectives: (]')’ansparency of perceptjon
ternal states and safety-critical behavior in L2 driving. Speci- je. what ADS detects, so drivers can notice perceptual misses; (2)
cally, our work simulated a dynamic AR-HUD, o ering continuous  Action a ordancewhich links perception to planned maneuvers so
perception- and projection-level information to support drivers in  that drivers can quickly infer whether the system intends to avoid
silent failure scenarios, as user studies indicate that such explana- a detected object or not; (Row intrusion & stabilitywhich pro-
tions can bolster trust, SA, and takeover quality especially when  yides continuous information that improves anticipation without
prompted by TORs31,45 50 54. Further, given thatlighting condi-  producing attentional overload or distracting icker [16, 17, 34].
tions, hazard visibility, and task workload have been shown to a ect Subsequently, except for the baseline condition (no PSAE ap-
trust, attention allocation, and takeover performanc[ 92 99, plied), we implemented three PSAE visualization strategies, each
we further evaluated how drivers' psychological states (i.e., self- rendered as dynamic overlays on the forward view (see Figure 2):
reported SA, perceived safety, and trust), their EEG- and EMG-based
physiological measures, and the manipulated environmental factors
(day/night and visible/invisible hazards) are dynamically coupled
when di erent PSAE information is provided on an AR-HUD.

Environment Perception (EP). ADS-detected objects are
highlighted using color-coded bounding boxes and textual
labels. Color mappingyellowfor tra c infrastructure (e.g.,
lights/signs) bluefor pedestrians, ancedfor vehicles/obstacles.
The numeric con dence score is not presented to avoid ex-
cessive cognitive load. [9, 49, 57, 79].

Planned Maneuver (PM). The ADS's short-term planned
trajectory is rendered as a semi-transparent green polyline
3 Methodology extending from the ego-vehicle for a 3 5 s horizon, together
3.1 Participants with a shaded stopping envelope, indicating the current brak-
ing/steering safety margin. The trajectory rendering com-
municates intended lateral and longitudinal actions and vi-
sually shows potential future con icts with overlaid objects
[47,75].

Combined (EP+PM). Both EP and PM are presented con-
currently, enabling drivers to directly map detected elements
to the system's intended maneuver and thus quickly identify
perception action mismatches (e.g., a missing bounding box
while the PM path intersects an undetected pedestrian).

We recruited 48 participants (24 male, 24 female) from the local
community via online postings and campus mailing lists. Eligible
participants must have held a valid driving licence for at least two
years, own a vehicle with ADS or self-report to be familiar with
ADS features (such as Autopilot in Tesla or equivalent systems), and
have driven at least 5,000 km in the past year. Drivers' age ranged
from 23t042'( =2754,( = 4%60), with years of licensure from 2
to19( =6%2( = 3%7. This population represents active, non-
novice urban drivers who are more likely to be early adopters of SAE
Level-2 automation44 72 97]. Participants self-reported having Because the experiment studistent failuregperceptual misses
normal or corrected-to-normal vision and no neurological or motor ~ without a TOR), we implemented two types of overlays per trac
impairments. Each participant received 100 CNY for participating scenario. Normal operation: overlays faithfully re ect the ADS
in this study. The study protocol was approved by the Human and detections and planned trajectory recorded during the Wizard-
Artefacts Research Ethics Committee at the Hong Kong University of-Oz run (bounding boxes present, PM avoids hazards). Silent
of Science and Technology (Guangzhou) (protocol: HSP-2023-0009)failure: overlays simulate perception misses by omitting expected
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